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*l m £r * * 



mw f. m£)m%&mmm^-mmmmmmMM^mfr}&tfj<> 
Mm^mbtmm^im^^R mod itira^m— jp^ir^^^^^^ 

^3 o 

mmm^m^^x^^m^jjii^n^m^^RnMm^ it 
R&mD minimum fexmm*, fa&w^nmmtk^R&m 
fo^mbtmm^mF&.^R mod jsif jft^ttj— jp*irfesi4fe^#. 



IN0216SS 

5. -mtmum^-jjm, T^mn^Tn^m: 

mw b. m&ftft&^izmmmm, m^m^^mmm^m 

#w c. ^AmmMm^mffi; 

d. &±ft&±m&mffim^ftmmm&ffi&^±&m¥mm 
mmm^, m^Mi^mmmxmmmtii; 

&m h. M^um^m^m^mmim^mMm^um^o 
mmm^mum^x^^^^ijamM^mm^iR^Mm^m it 
m®Mm itmttzmf^tk^R mod igjr— ^mM^^m^mo 

%m b. mxmmmwL^mMi-, 

-mw c. )A±mmmfexmWi, mfamm&-mwn&mm%^ 

ft; 



IN02I688 

mod mnw&&— m^mmm^nmo 

10. mxmwm 9 mm#}%m, ww^^-mw a mmtLmtw^n 

mod islfift^iB— *P«Pjfte«i4fc^#. 

11. — #M#PM:fr&, i^fe&^T^JiNi: 

2?» A. M£fi£#^iB:i«JCT, ^TB^-g-WJP^Jffe&lfe 

2£» c. «rA#;ta*M»^»i8, 

31; 

#m e. tt%mft;bn$&£feftjg£5R3i, s±^pmi±^»i¥4 3 

2?m f. iiJi^M^iB^j^^^i, e*j5ft*iA«[^«[ig#^r 

12. n ^w^fe. ^se^t^ir b flfafcstwjn^ 
^^®^w^^jjp^ii±^$g^^?i^^^fflbb^; d f^jp 

& mod 5slf-ip*«4fc»ig^*?l#. 

13. -wmmn%&}ijte, mjtk&-%Tm#w: 

#m a. ^^^is^tygif , %^^mtt9kmm&w& 



w 

[N0216SS 

i4. mzrnm^ 13 ^w^, ^wfc&^&m a flrst&fiw^ 

15 15. i^Tsm^yn^m-. 
^« c. m\fttom&i%&sm-, 

25 J^^iE^lM; 

it-si f. &±.&ffim&mfcmmm^\, mmm A^mmmq 
30 mmmm^mfri&mfri&B, &&'&&tt&q&i 
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ns/0216SS 

i7. is mmhms., ^^^^mmmmm^ma 

&%m\£Mm&%L®Lj e **k&R mod „ 
is. mxmm^ i6 mmwmw, mm^^mmmmm^miiu 

liu^fexmrn*, mu&j&ih-im^&Wkikm.^; R±mum^mm^ 

19. mmm^ is mmmms, %w^^±mmmMm^mw 

m tt# m^mr^^R mod ^mmtM-^mnmmmK^-mo 

20. i6 ffiftmoL, MSESfa^g: 



IN02I68S 

^mm-^m^, r 

21. mmm^. 20 m&mms:, swf^^tigit^jp 

M&y&m btmm^mf^^R mod mn&ih— ^mmi^m^ , n 

22. femm^ 20 m 21 Frnwrnw, ^mm^mmM^±mm 

23. -mmiM-mmw., m&m.&&^mA%mto&xmRm\\m 

24. mmw^. 23 mmmw, ^w^^mmkm^mm^ 
tmm^im^^R mod mn&m&izMim* 



IN02I68S 

25. &mm* 23 ffift&mjt, ^^nummmmmm&m^ 

^M-mmm.^®^, mm^K^mzm^m^Rn^mmtn 

26. &mm$i 25 ffmttmn. ^ft&T-tomM&mmmmm 

ft&WR&xtm&m ttm-, K±mm^nm^±mumm^k^m^ 
n^mmmm^mimm^m^^R mod &^hk±mumMtkm 

27. -tmmn&mw, ^w^^mxmmmt}\mRmu^ 
^^^xr-m^±m»mm, mum^x^mmu^n-mM^^ 

ft; 

R 

28. swj^ 27 jmtoms, %tt&±^mmm*faiM 

29. -f+ifcig$f^3f&, i^^^T^iJ^I: 




tm a. m\mmmm^mM; 

¥&mm&S5&im&&mi r 
$?m d. m^mmmm^mm 0 

30. &mm$L29ffimMjj&, b &&±&m&$. 

31. —mmm^-ftfe, ws&te&Tm&m'. 

®ft)fl?^£bS: R. 

32. mmwM 31 ^aws*. s#tE^^ii a jt3t-f*#^>hTe 

33. -ftfiMf^f, ^StfMiAtfKiAMIIHf 



Is 

[N021688 

34. 33 mmmmm., n^<£^±^m^^m±m 

35. &mm$i 33 m&Mmw, i#ffiSfjs^ : fit^^se^ 

36. &^y^ 35 mmMmw, K^m&^±mfflm%ikmffim& 

37. mmw^ 35 mmtms., i^#isc^^ 



IN02I688 
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5 
10 

w-nm^mm (key) mmmmmumm^m, fcrn^mmmmMft®, 

15 VX&ff>%L&&mfo±&$;±&}temo &Rmm&%km%L (Hash function) 
&©*4(CISCO)&flJfi<j3&E&*. *'Ji3 RFC2401 fld'iRHa^^'W 

J¥i£W DES. RSA, 3DESn FEAU IDEA ^=£o 

^ : ^iISij$^o SJAL&^iE^^WN-HASH, MD5^ SHA1 ^ 0 



1 



5 iw^^-^^S.^*- 51 ***** 



30 
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5 #m b. m\mum^m^m; 

pm d. &&\&faixffifex$m* , mmmMmnmm^ftx 

10 mmwmmwm&m-, r 

pw f. mmm&mBM^&mmMmn&B^um&o 

20 nm^ m^tt&mu®fexmWim&; 

PM E. gKtHttmfft, IWrt^WIII?!; 
^» f. tKtilMMIMiW^, g±»mi^«^4'«ia 

25 Rim^vEmnm^m-, r 

PW a. ii-fet^^^a^fM^W^M^^i^; 

30 ^iB C. A±&tt*Q&£jfc&|g, ffi«l3&3Htb-iD*»fe«4fe^^; 
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Mm-, 

Rnw&wmnw tern-, r 

&m a. ^mm^^mmm, n^m^^mmm^m^^R 

30 »SJ^3R?I; 
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mm c. ffiAftmmtom^&m; 

' /r/r 

mm-, 
30 m-. 
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« m m % -i mmmmm. , i^tff^wiAti $m aur^ 

B; R 

&m a. mAmmmm^m^; 

wm^m^m^mmmAmw^m 
&m c. imMftmmmmmm^ttm^i, mm±^mAm^mm 
d. m&t±mmm$w&wM<> 



IN0216SS 
10 gtftf; ^ 

* mmm m * ^ lb «?^^*fc«[ jg ? i , # Wiit^^±«^^;j 

30 ,':L J , o 
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m 3 m &*%LWM&&m&&9.tt%nm*tomzimmftottm.i 



7E 



15 



m 7 m &*&wtt&ftMm&mt&mffiM+to&±mi&mmmttm 



m 8 



7E. 



Jf£ll ffl ^^B^W^JgJP^^g^^^lJ + ^^^W^W^ 

n 12 in **^ww»ig**«*wste*w+w»Aftigw^^* 
% 13 a **«iiiw»igip««aw*««4 , fl«i»m»jgws^* 



IN0216S8 
f : 

109 ^±mmmmm, wmm^^^m^, n^mm^gt. 
mm&m&RzmmMtamMx&m, &+&mm&mi&& 24 ^tf, 

mmm^mi]u±^mi ff ^^mmm^m^mmnm 

mm, ^wt^MiMt^i^i ^R^mimm^ 1 
--vpmi&o jjpf^xti^^ 4 mmimn%mm± ff, 
^k^hh? 9 m&T7Fo 

111 s^*«**igjt f f*^*xt»A»iga^ip*W"Wip*jrfe> 

[D£pJ£ 10 S^tt^, -tiB^^, ^iB^^WiSii 

DES jbq^&^fa, s£ 
3DES ^l^lf^ff , 
RSA j]P^^£J^^, 

rc4 ijmmm%-7fsff, m 

TWOFISH jjn^S^^o 

MD5 ^ilE^iiTI^, ' 

shai mjEn&m^n, m 

N-HASH ^iiEW-^^rf o 

UE&]%)&, *P^1 : i±«W^^nTW(7+l)*(3+l)*(3 +l)=128^iB^o 



IN0216S8 

no &m.mm-&, ^mmmmmnm^^mmm^ 

100 mmAm, ^m^mmikm^mA-mmm^.mm0mmm^m 

101 *&2*p, ^g^A^, %#%&ftmsw\&&&&&m&!m i 

102 ^jiti^gfp, 109 mmmm^m^mm^ 

103 ^m^mnm, m^fexm^&mmm&wmmfo^Rn^i 
mikimmMmMffK no ^uMmmtt^mmm^mmmmmm 
mr-m, mmr^r-^-mm&mmmtm&mxfrm^ mod it 

104 £iq$&#jap, ^jjn^»^««^l^#MiP^^i^^. ir 

^AMttfH;fjp^.£biI= 

Aha, ^#^m#0Jp^e^o 

106 &&TiElfl, ^^iiE^^^^^^^tl^$g^^rA^^^iiE 

107 ^iP^ifig^Jp^{fS»*S#^^«ii±s^ 

.H.° 

108 &&®L&jm, mrtwmumAtfi^nm, n^m^mnm^ 

m 3 s^*^0J^^^p^S^$ii^J+^^in^^^M^o 
i ^77i«4>, ^&^£P ioi 2TO*&A$|g^;bn?&S!&«*r» gpfi 
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m^mrn 102 ms^o m 3 m*¥, mm S301 fw^A^^, mk 
i&Amm§Mm 102, ^tb^^Mtt^js^ip^^^jg, m5fe^ 

m S302 itA-^^^JJCM, S303 #|ltf£Sft*J!ttffi&^ 

inift, R'J*^^S5«:^±^a«cSJ[S!5^« S306 ; 

IW^MttS^*^ , imJU^M^li S306; UIiJfilHl^ S302o 

mB S306 BPfflAjp«ja#ffi 103 m&&&mmu%M&mm&^<, m5t. 
uiij^^^^^f^^^^j^, M^si S307 ^^jjffijtb— wkm&, m 

^SLI&^^*^^-^|fW#^3RffltkW^JFD^^#^ MOD ii^ff^ 
gfc, ^jte^^^^^i^^mr^U^ig^WAqM^^^^^ S309 0 

^31 S309 iPi£AM*h3lgfl 104 m&mffilJn%titm o "if5fe, S309 

mu^mm^mmm^^m^^m^ stf^s* S310 ^jehk 

S312; 4nm^ 0. judging S3n mmnm%m$&m%mmm^m 
&m$mAmWi&iJii%;m 105 iitm^^nm-hu^^mm^m S3i2 0 ^ 

31 S312 ^JHSfr^SfeiiE*?*®^*^^ 0, ja&Zj 0. PJ^^iMyifc 

ibmem, g^s* S3H; im^% o. jhj&^sr S3i3 ftm&sm^n 
&mm^ttmm0m&mgm&m&m^^mffi&mEW 106 itiM 
mmiE^^m^m S3H. s3h *wiaH*i^irfe^#£^ 

0, 0, E"m^iMrg#&TiE*tg, S316; $P3I^ 0, 

WJ^W S3i5 ^jit^ii^^TS^^fls#^i^gfrAhsAbss 

^m£^*Mgl£^iiESP 106 nm^L\E^^0m S316 0 

2?* S316 ^^P^^^»Pl?^f m^i±iM#^^s^g 0 

m» &n 12 a^, mAmffiMftKmmmm*} ip i? mur 

^m.wmm%$L, n^*%m^, vers ip * 
4bit S: hlen ip mffifrm.m*m.f&vx 32 &^fc#.&6<j-fc£, 

*'J\fc 4bits ; SVERICE TYPE IP ftig^fflJR^^M. 
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8bi.ts ; TOTAL LENGTH IP $CMM&&-fc&X'b , X'b$J 16bits ; 

IDENTIFICATION Ml^l^ IP $kffittm.ffiiR$(.M , 16bits ; FLAGS ^ 

$t7F IP X4^J 4bits ; FRAGMENT OFFSET Jt^j^ IP 

§&Wift%l&}l&ffi&}tiL&tiLi3k, 12bits ; TIME TO LIVE IP 

5 mm^mmKmm^mm^ii^, xa^% 8bit S; protocol 

IP ^^^^fi^^^SWiimi^^^t, ^C^^? 8bits ; HEADER 
CHECKSUM mmTfk IP i^:5Hl"lr##] check sum $fc$g, ^C/Jn 16bits ; SOURCE 
IP ADDRESS IP 3&ffiftm.%:M IP te&^'J^ 32bits ; DESTINATION 

IP ADDRESS IP %L$%fr£KB W IP ^±Jh^^^ 32bits ; IP OPTIONS 

10 & IP ^#£IWftf^h$fcJg, X'bML&%} 40bits ; PADDING Jtf^^J IP 

ip mmt M^mmm^mmmmo 

15 Hi3^-iP^^a^^#iJ^^Sm^JW^o ^H? 14 S<^: 14b ^^^h 

tw^m^mmm^mxmM a &m 3 m^, mw S301 

mm 14a) ^« S302 ^££#&#|g##£ I t J (*nffl 14b)ifAm- 
20 ilMJg, ^^igjl'ttffi^^mj 14 ^IWOl 04 18 C0A80000 05 18 
AC100000 FF", ^ 10 -^^"FF", »^XM^''01 03 02 03 03 01 

04 or-, &ms303 mttm.Mm&mft&m*Mi&&, jmm^3is304 o 

&m S304 lT5fctfcS& 8 ffi^Att«&&4»ifti$« t #&|gMtetiift8tf§ 
liif ^J^^jAifJg^I^^fitl^ IP teilt-^ COA80000 W#ltr 24bit 
25 fl^ffl^JJlg^ IP fciik^ AC100000 M#fj 24bit 1t3j*B!W)#Ett, W'J^J 
»; ^i)iy^fic g3f M*filA&$g<$qE 14a) rt«PTftl*« IP (Stifc C0A80001 
-5 COA80000 W#fT 24bit {tMBI^; Ji 3 W IP &fcfc AC100001 AC100000 

M#mr 24bit i&Mmtmfewmm^Mm ° &m S305 i^si S304 
mmt£W:%mWimmmM&m#M s306 o S306 i«#n^jy« 
30 m^p^—m^m, 01 03 02 03 03 01 04 01, m^R—mtxi 
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mw&Wk%&ty&&i& S3080 &m S308 m^nm^xmrn^mmM 
mmm'M^iR^^mitmr^ 3 ^ ok 3 ^ 02. 1 -t 03 & 1 ^ 04 m 

mmJ^n 01 01 01 02 02 02 03 04, & &%:J%kt®\&%n 8, ^ 
SLi^f^— IM^J 5318659, mtM^ MOD 8 is^# 3, $W&MJ?^J 
fc*7 02, -^^#WiP^li«W^^I^ 02, ^#M^S309o ^31 
S309 mjP^±^W^^KS 02 14c) ^ 

mm^nm%^m%Wim^nm^n% des #p^im^^ & 

m&tfMm^ftZ) SHAl ^i]E#^^r^^#^iiE^Js^^^ MD5 
3&ill^t^ : , ^*M^HS310 o &m S310 1^iS[»P^^^^ 

des Mim3£WW3j o, &mm#m S3ii. ^» S3ii ^ des jp^ir 
&^ft2«ftA&lg(*nffl i4a) ^»^^M^iP^^#*P^^hii- 

S^IM^S* S312 0 ^31 S312 ^iyg^ffilK^^ SHAl ^ilEH^I 
^•W^^J 0, mmMMW S313 0 S313 m SHAl ^iElt^t!^?^^ 

3i S3n m^&Mwi£^m£&i£^ftWL^vE$±m, mmmmw S3i4 0 
^si S3i4 amm^n^m^n^ mds o, 

2NHS315o S315 ^ MD5 ^ijE^t^#> iAtl (ft! S 14a) BtltT 

ISftfiS^I S313 if^^iiE^S^^m#^iiE^^^^i2^ 
S, ge*M^3I S316 0 ^ii S316 ftifrm S315 &3I#T#^#n±#i^'f§ 

•f. #^Jg 1 ffl^W^^SHftlBS 109 2£M1*1&2£P 102o £ 108 £ 

#8fc*t3ig0, &Sl&S^Affj#M[^. £qJII#»**^l£^iP^J??£ 
jq^&#iH3 102 jay j:^^ffl#^fc^wiE^Ap^^X^^^J^Mp 
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Rm'&fa&ffi 102 mmmftizm 

mmtiAm^m^^mm 104 atgu 
5 208 ikM®m&&mm. ammMmAmmmmmmmmm^ 
Mmimm 11 mm^, — m^k&— -isas**^. m^Tzmn&^m. 

3DES 

RSAJW^imJI^ff , 
RC4|?aif?£Jif^f , jUc 

15 FEMmm»m%^ff, m 

TWOFISH ffi^M-te^^ft* 

20 SHA1 i&ijE^£3f 

N-HASH^ijE^^/^Tfo 

200 £*&ASP, S^^^ttfjRlfiA^^^lW^SM^l^o 

201 ^mAmm^-0mmmm^0m^tmm^:M; ^wm 
30 202 &m®&fflB. ^.mmM^mmm^immmm^nm^Tskn, m 
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204 m^mmmm^mim^nR^mmn^mm^mxm^M^^: 

205 m^ihmm^m^m^m^^mnimti^mmo 

206 mmm&MM, &£s&s?mAM#i8^g, t^Mwmn^mk 

% 2 mmijikm*, m-fa&m 201 mmm\mm^mmmmm^m 

S40i«^|g^A, ^S402 ^J^^^^^fm#^ > ftjju&w. 
m S403 ^^A^Jg^A¥ttij»«»**«4fe^^MP^««- 

S405 mm^mmm^mmK^mm^jEm, &im^iE#&. wmtpm 

S407 tU^lEm^ M&&m S406 o S406 gpiS 

Ai^gfij§P 202 FF^^ig^^bSo 1T5fc, S406 #eft?&#£y£g|:!£ 

^Mg^#^8¥®#^*yt^?^. ^t^^i S408 nmrnwrnt 
im-m^n^^ 0, im$k% 0, wm^mf^WMLvE^tm, m&m 
S4i2 ; 0, wm#w S409 m^vE^nRm^nmrn^m 

&mti}®mmRnfams&&ffiM 204 ^bs^iiE##iiji^iiE^m^^ii 
S410 mffi&iiE^m^iE^, $p^m. w\m#m S411 #0^53^ 

ftlJ&IE^ PJ^SI S412 0 S412 ^JW^Jgi&ijElffem^*^ 

wm^m S413 ^jfcs^»^&is»^^«#«^i^jp*a[issi&TiE 

fP 204 fcbSM:^ f# WmiE^W^^M S414 £iJ$tME^^IB$, 

^» S4i6 ^jurj&jgjnsjt^^*??* 0, ^p^^j 0. wm^m? 
mmtivE^m, s42o ; frin^ 0. vim#m sin 
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Wim^w S4i8 nw&wigzk&GjEm, wiEm> w\m&m S419 # 
m^mmm^i; tnmiEm. wm&ms&Oo &m S420 mmwmmm^ 

5 Bltii^giW^W&I^JWfio £J|f 15 ffl + s 15a £#*b 
10 BB4 1 , ^9iS401 &£*fkMSII(*nffl 15a)«, ^* S402 ^ij^^^f 

S403 mtiAmmtm isa 

*J 2 j%jjp#;?»o ^ S405 #iJ^mi±^W^^[fI^ 2 &IEfift3&i8, 
mS!M^* S406 o S406 ttffi&$$fe&3g£ft3ltt 2 ^jft&RSfe&lg 

15 DES jSWJffeJBjSflF, ftSiftiIJtte}&^* SHA1 &ffi$£&}£^M 

#g^iiE^:y£^#^ mds g&iE^jg^^, mm^tpm s408 o S408 

{«#5&iIEim^:^;*7 MD5 mJEWm^W^J 0, S409o 

0m S409 mds ^ijEJs&fit^-^ WiAm^mm i^mm^^mm 
%mw S403 ^^^win^^^^iiE^^^iiE^bs, mmmmw 

20 S410o ^ilS410#iJK^#9iiiE^^IE^, ^*M^S412o ^31 S412 
ttSfciil&iEJI&it^ft * SHA1 MEJffe^^^ 0, ®if M£« S413 0 
S413 m SHA1 3fciiEjf&*&^frR2NI* S403 #j»ttifi«J*qMfc«te£9ft 
i»flFig[$g&iE*b31, g^fSNJi S414. S414 #lJ«$g§iiiE^m^ 

JEW, ^*ffiNlS416 0 S416 DES AS^If 

25 V&Ji^f^ 0, m^Wi#m S417 Q ^11 S417 # DES M^^^m^WR 

mw S403 ^»aifl<iip*«[ig^4&jii««pf^i»«*hs, mmm&m S4i8 c 



TFii S4i8 mmmsmmit^iEm, ^mm^m s420 o S420 m& 
isetR&m S4is M#^^^$ii±j^($ns i5c)& 

30 #£BJ^re»±&M$J6#J, AH^aXEUgM^it^KEETB* 
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9i $ » a 



■I 

'. "v. 



100 



101 



102 



103 



104 



107 



1M— 



1KU 



105 



106 



108 



iru- 



200 





201 






202 





207 



203 



204 



206 



208 




i 



S301 I 
" S'302 | 




2 




S404 j 




3 



50 



51 



52 



53 



60 



61 I 



62 I 



63 



U 6 



4 



(24^) 



(8^) 



mmm&i£ n , an^* n 









00 






01 exprl expr2 


ANDSS^exprl AND expr2 


02 exprJ expr2 


OR5s^^exprl OR cxpr2 


03 exprl 


NOT jl^^NOT exprl 




04 AA BBBBBBBB 


}&m± tP^ BBBBBBBB mJAA^^^lH] 


05 AA BBBBBBBB 


gWifeiit IP-^ BBBBBBBB m AA-t^^*g[H] 


06 AA 




07 AAAA BB 




08 AAAA BBBB 


RSitbtlt AAAAZL^fJffi^ BBBBffl[H] 


09 AAAA BBBBBBBB 


$£3g±feiit AAAA US {I ^ BBBBBBBB ffifn] 


0A~FE 




FF 




m 8 



5RSH fcfcffll 3?3I2 tb«2 S?I3 kbtf']3 «?|4 tbi5'i4 



T 



mn\ (4^) 



1 








2 








3 




««iftijEW5**^ffiF 3 


SH*&iEH>i«^ft3 










N 


ausansmaaB**! n 


JK»IfrijE]|*;£*fji*ffN 





SR3I • (4«) 



BB 10 

(4*1*5) 



(4*1*) 



1 








2 




§&ij§&iiE3*>£*&7F??2 




3 


3 


lifcMiiElf 3 


^itiIES>i^^3 










N 
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VERS 


HLEN 


SERVICE TYPE 


TOTAL LENGTH 


IDENTIFICATION 


FLAGS 


FRAGMENT OFFSET 


TIME TO LIVE 


PROTOCOL 


HEADER CHECKSUM 


SOURCE IP ADDRESS 


DESTINATION IP ADDRESS 


IP OPTIONS (IF ANY) 


PADDING 



Bit 



32 Bits 

ll 12 

















51 





SI 13 

6 



14a 



0 



16 



20 



24 



VERS 


HLEN 


SERVICE TYPE 


TOTAL LENGTH 


IDENTIFICATION 


FLAGS 


FRAGMENT OFFSET 
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